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325K 001 SHORT TITLE
Thts chapter may be c1ted as the anesota Electromc Authentrcatlon Act

Hlstory 1997¢ 17851 L

“325K.01 DEFINITIONS IR e
~ Subdivision 1. Scope. Unless the context clearly requ1res otherw1se the terms used in
thls chapter have the meanings given them in this section. :
~ Subd. 2. Accepta certlficate. “Accept a certificate” medns either:

" (1) to manifest approval of a certlﬁcate wh11e know1ng or hav1ng notlce of 1ts contents
or . .

) to apply to a hcensed certification. authonty for a cemﬁcate w1thout cancehng or
revokmg the apphcatlon by delivering notice of the ca.ncellatton or Tevocation to the certifi-
cation authority and obtaining a srgned written receipt from’ the certtﬂcatron authority, 1f the
certification authonty subsequently issues a certificate based on'the apphcatlon .

N Subd 3. Asymmetnc cryptosysteni. “Asymmetnc cryptosystem means an algonthm
‘or. senes of algorrthms that provide a secure key pair.
Subd. 4. Certificate. “Certificate” means a computer—based record that
(1) identifies the certification authority i 1ssu1ng i, . e ‘ ,
_(2) names or identifies its subscribers. , ., - . . . ... FOR
* (3) contains the subscriber’s public key, and ey, sl :
i"«(4) s digitally signed by the certification author1ty issuing it: s
‘Subd. 5. Certlﬁcatlon authorlty “Cemﬁcatlon authonty” means a person who 1ssues

acertificate. - . DT

Subd. 6. Certlficatlon authorlty dlsclosure record “Certlﬁcatlon authonty disclo-
‘sure record” means an on-line; publicly accessiblé eléctronic record that concerns a licensed
certification authority and is kept by the secretary. A certification authority disclosure record

‘'has the contents specified by.rule by the secretary under section-325K.03.

Subd. 7. Certification practice statement. “Certification practice statement” means a
declaration of the practlces that a certification authority employs in 1ssu1ng certlﬁcates gen-
erally, or.employed in issuing a'material certificate. - - - -

*Subd.'8. Certify. *‘Certify” means to declare:with reference toa certlﬁcate, w1th ample
opportumty to reflect, and with a.duty to apprise oneself of all material facts.. .- = .
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Subd. 9. Confirm. “Confirm” means to ascertain through appropriate inquiry and in-
" vestigation. : ,

Subd. 10. Correspond. “Correspond with reference to keys, means to belong to the
same key pair. ' o

Subd. 11. Digital signature or dlgltally signed. “Digital signature” or “digitally
signed” means a transformation of a message usmg an asymmetric cryptosystem such that a
person having the initial message and the signer’s public key can accurately determine:

( 1) whether the transformation was created using the private key that corresponds to the
signer’s public key, and . _

(2) whether the-initial message has been altered since the transformatlon was made. -

Subd. 12. Financial institution. “Financial institution” means a national or State—char-
tered commercial bank or trust company, savings bank, savings association, or credit union

“authorized to do-business in the state of Minnesota and the deposits-of whlch are federally
insured.

Subd. 13. Forge a digital signature. “Forge a d1g1ta1 srgnature means either:

(1) to create a digital signature without the authorization of the nghtful holder of the
private key; or

(2) to create a digital signature verifiable by a certificate listing as subscrrber a person
who either:

" (i) does not exist; or

(ii) does not hold the private key corresponding to the pubhc key hsted in the certlﬁcate

Subd. 14. Hold a private key. “Hold a private key” means to be authorized to utrhze a
private key. : :

Subd. 15. Incorporate by reference. “Incorporate by reference means to make one
message a part of another message by identifying the message tobe 1ncorporated and expres-
sing the intention that it be incorporated.

Subd. 16. Issue a certificate. “Issue a certificate” means the acts of a certification au-
thority in creating a certificate and notlfylng the subscriber listed in the certlﬁcate of the con-
tents of the certificate.

Subd. 17. Key pair. “Key palr means a pnvate key and its corresponding pubhc key in
an asymmetric cryptosystem, keys which have the property that the public key can verrfy a
dlgltal signature that the private key ¢reates.

.~ _Subd. 18. Licensed certification authority. “Licensed certification authority” means a
"certlﬁcatlon authority to whom a license has been issued by the secretary and whose license
isin effect, or d certification authorlty who operates undera license issued by a govemmental
‘entity" Wthh has been certified pursuant to section 325K.05, subdivision 5. * e
Subd 19, Message “Message means a digital representation of 1nformat10n '
“Subd. 20. Notify. “Notify” méans to communicate a fact to another person in 2 manner
. reasonably hkely under the cucumstances to unpart knowledge of the mformanon to the oth-
er person.

Subd. 21. Operative personnel. “Operat1ve personnel” means one or more natural per-
sons acting as a certification authority or its agent, or in the employment of, or uinder contract
with, a certification authority, and who have duties directly involving the issuance of certifi-

_cates, creation of prrvate keys, or admlmstratlon of a certlﬁcanon authorrty s computlng fa-
cilities. .

Subd. 22. Person. “Person means a human belng oran orgamzatlon capable of s1gmng ,
a: document either legally or as a matter of fact. . S

- -Subd.23. Prlvate key. “anate key” means the key of a key pair used to create a dlgltal
signature. - -

Subd. 24. Publlc key. “Pubhc key means the key ofa key pa1r used to verrfy a d1g1ta1
signature..

Subd. 25. Publlsh “Pubhsh” means to record or ﬁle ina reposrtory ¥ :

Subd. 26. Qualified right to payment. “Qualified right to payment” means an award of

~damages against'a licensed certification authority by a courthaving ]unsdlctlon over the cer-
_ tification authonty in a civil action for violation of this chapter. ,
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Subd. 27. Recipient. “Recipient” means-a person who has received a certificate and a
digital signature venﬁable with reference to a public key listed.in the.certificate and isina
position to rely on it. , :

-Subd. 28. Recogmzed reposrtory “Recogmzed reposrtory means.a reposrtory recog-
nized by the secretary under section 325K.25.

Subd. 29. Recommended reliance limit. “Recommended reliance limit” means the
monetary amount recommended for reliance on a certificate under section 325K.17.

-Subd. 30. Repository. “Reposrtory” means a system for storing and retnevrng certifi-
cates and other information relevant to digital signatures.

Subd. 31. Revoke a certificate. “Revoke a certificaté” means to make a certlﬁcate inef-
fective permanently from a specified time forward. Revocation is effected by notation or in-
clusion in a set of revoked certificates, and does not 1mp1y that a revoked certrﬁcate is de-
stroyed or made illegible.

Subd. 32. nghtfully hold a private key “Rrghtfully hold a pnvate key means the au-
thority to utilize a private key:

(1) that the holder or the holder’s agents have not drsclosed toa person in v101atron of
section 325K.13, subdivision 1; and - SR

(2) that the holder has not obtained throu gh theft dece1t eavesdropprng, or other unlaw-
fulmeans.: P

Subd. 33. Secretary “Secretary means the anesota secretary of state

Subd. 34. Subscriber. “Subscriber” means.a person who ,

(1) is the subject listed in‘a certificate;. :

(2) accepts the certificate; and

.(3) holds a private key that corresponds to a pubhc key listed in that certlﬁcate

Subd. 35. Suitable guaranty. (a) “Suitable guaranty” means:

(1) a surety bond or an irrevocable letter of credit issued for the beneﬁt of persons hold-
ing qualified rights of payment against the licensed certification authonty named as the prin-
¢ipal of the bond or the customer of the letter of credit; or

(2) a policy of insurance that provides that clarms may be made and resolved wrthout
obtalmng a qualified right to-payment. z : : . :

* (b).The suitable guaranty must: 2

~ (1) be in an amount specified by rule by the secretary under sectlon 325K 03

(2)'state that it is issued under this chapter; - - * v .

(3) specify a term of effectiveness of at least five years; and™

(4) be in a form the content of which is described in rule by ‘the secretary.

If the suitable guaranty is a surety bond, it must be issued by a surety authorized by the
commissioner of commerce to do business in this state. If the suitable guaranty is an irrevoca-
ble letter of credit, it must be issued by a ﬁnancral instifution authorized to dobusiness in this
state If the suitable guaranty is a pohcy of insurance, it riust be issued by an insurarice com-
pany authorized by the commissioner of commerce to'do business in ‘this state.

) Oncea quahﬁed T ght to payment or claim has been satisfied froin the suitable guaranty,
the licensed certification duthority must prov1de ev1dence tor the secretary that the amount
requrred by rule is again available. SRR : :

'Subd. 352. Summary suspension. “Summary suspensron " means atemporary recision
of a certification authorrty s license by order of the secretary. The secrétary may order‘the
summary suspension of alicense befére holdinga hearing. The summary suspenswn iseffec-
tive for up to five business days. If:an:actionfor suspension or revocation is instituted within
five business days, the summary suspension is extended until the action for suspens10n or

. revocatlon is ultimately determined. ... . . .

~Subd. 36. Suspend a certificate: “Suspend a certlﬁcate means to make a certificate
1neffect1ve temporarily for'a specified time forward. - C -

Subd. 37. Time stamp. “Time stamp” means e1ther : o

(1) to append or attach to-a message, digital signature, or certificate a drgrtally srgned
notation indicating at least the:date, time, and identity of the person appending-or. attaching
the notation; or .
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* (2) the notation thus appended:or attached. : R

Subd. 38.:Transactional certificate:““Transactional certtﬁcate means avalid certiﬁ-
cate incorporating by reference one or more of the digital signatures. -

Subd. 39. Trustworthy system. “Trustworthy system” means computer hardware and
software that:

(1) are reasonably secure from intrusion and misusé;- T \

2) provrde a reasonable level of availability, rehabrhty, and correct operatlon and

(3) are reasonably suited to perforrmng their intended functions.

Subd. 40. Valid certificate. “Valid certificate” means a certtﬁcate that
. (1) a licensed certification authority has issued; .

- (2) the subscnber listed in it has accepted

(3) has not been revoked or suspended; and

'(4) has not expired.., - . s :

However, a transactional certificate is a valid certlﬁcate only in relatlon to the- dlgltal
signature incorporated in-it by reference.

Subd. 41. Verify a digital signature. “Verify a digital srgnature means, inrelationtoa
given digital signatare; message, and public key, to determine accurately that::

(1) thedi gltal s1gnature was created by the pr1vate key correspondmg to the pubhc key;
and A, SBe

(2) the message has not. been altered since its digital srgnature was created..

Hlstory 1997 ¢ 178 52,1998 ¢ 321 s 1-8

325K.02 PURPOSES AND CONSTRUCTION.

This chapter shall be construed consistently w1th what T commercrally reasonable un-
der the circumstances and to effectuate the following purposes:

o (1) to facilitate commerce by, means of reliable electronic messages;

(2) to minimize the incidence of forged digital srgnatures and fraud in electromc com-
merce;

(3) to 1mplement le gally the general 1mport of relevant standards such as X 509 of the
International Telecommunication Union, formerly known as the International Telegraph and
Telephone consultative committee; and -

(4) to establish, in coordination w1th multtple states, umform rules regardmg the au-
thentication and reliability of electronic messages.

History: 1997 ¢ 1785 3. - o

325K 03 ROLE OF TI-IE SECRETARY : ‘

Subdivision 1. Secretary as certlﬁcatlon authorlty The secretary shall be a certrﬁca—
tion authority. The secretary shall issue, suspend, and revoke certificates in the manner pre-
scribed under section 325K. 10 to applicants for licensure. The  secretary may also issue, sus-
pend, and revoke certrﬁcates for governmental entities. Except for licensing requlrements

this chapter applies to the secretary with respect to certificates the secretary issues.

Subd. 2. Record. The secretary must maintain an on-line, pub11cly accessible electron-
ic database containing a certification authority disclosure record and list of Judgments for
each licénsed certification: authority.

- Subd. 3. Rules. The secretary must. adopt rules to: .

(1) govern licensed ceruﬁcatton authorities and reposrtones the1r pract1ce and ter—

.mination of their practice;’ '

(2) determine an amount reasonably appropnate for a suitable guaranty, in’ hght of the
burden a suitable guaranty places upon licensed certification authorities and the assurance of
quality and financial responsibility it provides to persons who rely on certificates issued by
licensed certification authorities;

"(3) specify reasonable requirements for the form of certificates 1ssued by hcensed certi-

" fication authorities, in accordance with generally. accepted standards for digital signature
certificates;

AR
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-(4) specify reasonable requ1rements for recordkeepmg by lrcensed certlﬁcatlon autho-
rmes e

(5) specify reasonable requ1rements for the content form and sources of 1nformatlon in
» certlﬁcatlon authority disclosure récords, the-updating and timeliness of the information, and
other practices and policies relating to certification authority disclosure records;.

(6) specify the form of the certification practice statements; and . - + <,

(7) specify the procedure and manner in which'a certificate may be suspended or re-
voked. ; .

" History: 1997 ¢ 178 s 4:'1998'¢ 32159 * = B

'325K.04 FEES. ‘ :
The secretary may adopt rules establishing reasonable fees for all services rendered un-

der this chapter, in amounts sufficient to compensate for the costs of all services under tlus

chapter. All fees recovered by the secretary must be depos1ted in the’ state general fund

I-Ilstory 1997 c 178 s 5

325K. 05 LICENSURE AND QUALIFICATION S OF CERTIFICATION AUTHORI-
TIES.
’ Subdivision 1. Llcense condltlons To obtam or retam alicense,a certlﬁcatlon author-
ity must:
(1) be the subscriber of a certificate pubhshed ina recogmzed repository; " -
Q) employ as operatrve personnel only persons who have not been conv1cted w1thm the
past 15 years ofa felony or a crime mvolvmg fraud, false statement or deception;
3) employ a$ operative personnel only persons who have demonstrated lmowledge and
proficiency in following the requirements of this chapter o
) (4) file with the secretary a suitable guaranty, unless the certification’ authonty 1s ade-
partment, office, or official of a federal state, city, or county govemmental ent1ty that 1s self—
insured;
(5)usea trustworthy system, including asecure means for hmmng access to its prwate
key; = .
©6) present proof to the secretary of havmg workmg capital, reasonably sufﬁc1ent ac-
cording to rules adopted by the secretary to enable the apphcant to conduct busmess asa
certlflcatlon authority;

(7) register its business orgamzatton wrth the secretary, unless the apphcant isa govem—
mental entity or is otherwise prohlblted from registering; and

-(8) comply w1th all further 11censmg requrrements estabhshed by rule by the secretary

Subd. 2. License procedures. The secretary must issue a license to a certification au-
thority that: L oo o g

(1) is qualified under subdivision 1; - ‘ o

(2) applies in writing to the secretary for a hcense, and

(3) pays a filing fee adopted by rule by the secretary.

Subd. 3. [Repealed, 1998 c 321 s 31]

" “Subd. 4;Revocation or suspension. (a) The secretary may revoke-or suspend a certifi- - -
catlon authority’s license, in accordance with the Administrative Procedure Act, chapter 14,
for failure to comply with this chapter or for failure to remain qualified under subdivision 1.

- (b) The secretary may ordera summary-suspension of a license. The written order for
» summary suspension may include a finding that the certification authorlty has: ‘

(1) used its license in the commission of astate, or federal crime or of aviolation of sec-
tions 325F.68.to 325F.70; 0r .. . . . e : .

(2) engaged in conduct giving rise to serious nsk of loss to pubhc orprivate partles 1f the
llcense is not immediately suspended. . '

Subd: 5. Other authorities. The secretary may recogmze by rule the hcensmg or autho-
‘tization of certification authorities by non-Minnesota governmental entities, provided that
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those licensing or authorization requirements are substantially similar to those of this: state If
licensing by another governmental entity is so recognized:

(1) sections 325K.19 to 325K.24 apply to certificates issued by the certification authori-
ties licensed or authorized'by that governmental entity in the same manner as it apphes to
licensed certification authorities of this state; and .

(2) the HLability limits of section 325K.17 apply to the certlﬁcatlon authorities hcensed
or authorized by that governmental entity in the same manner as they apply to licensed certi-
fication authorities of this state.

Subd. 6. Applicability te digital sngnatures Parties may provide by contract for the
effectiveness, enforceability, or validity of any digital signature as between those parties.
Sections 325K.19 to 325K.24 do not apply to a certificate and associated digital signature
issued by an unlicensed certification authority.

Subd. 7. Nonapplicability. A certification authority that has not obtained a license is
not subject to the provisions of this chapter, except as specifically provided.

History: 1997 ¢ 178 s 6; 1998 ¢ 321 s 10-14

325K.06 PERFORMANCE AUDITS.

Subdivision 1. Annual audit; auditor quallficatlons, rules. A certified pubhc ac-
countant having expertise in computer security must audit the operations of each licensed
certification authority at least once each year to evaluate compliance with this chapter. The
secretary may by rule specify the qualifications of auditors.

‘Subd. 2. Compliance categories. Based on information gathered in the audit, the audi-
tor must categonze the licensed certification authority’s comphance as one of the following:

(a) Full compllance The certification authority appears to conform to all applicable
statutory and regulatory requirements.

(b) Substantial compllance The certlﬁcatlon authority appears generally to conform
to applicable statutory and regulatory requirements. However, one or more instances of non-
compliance or of inability to demonstrate compliance were found in an audited sample, but
were likely to be inconsequential.

(c) Partial compliance. The certification authority appears to comply with some statu-
tory and regulatory requirements, but was found not to have complied or not be able to dem-
onstrate compliance with one or more important safeguards.

(@ Noncompllance The certification authority complies with few or none of the statu-
tory and regulatory requirements, fails to keep adequate records to demonstrate compliance
with more than a few requirements, or refused to submit to'an audit. .

The secretary shall publish in the certification authority disclosure record it maintains
for the certification authority the date of the audit and the resultmg categonzatlon of the certi-
fication-authority.

Subd. 3. [Repealed, 1998 ¢ 321 s 31]

Subd. 4. [Repealed, 1998 ¢ 321 s 31]

- Subd. 5. [Repealed, 1998 ¢ 321 s 31]
History: 1997 ¢ 178 s 7

.‘325K 07 ENFORCEMENT OF REQUIREMENTS FOR LICENSED CERTIFI-
CATION AUTHORITIES. -
" 'Subdivision 1. Investlgatlon The secretary may investigate the activities of a hcensed
“certification authority material to its compliance with this chapter and issue orders to a certi-
fication authority to further its investigation and secure compliance with this chapter.
Subd. 2. Suspension or revocation. The secretary may summarily suspend or revoke
the license of a certification authority for its failure to comply withan order of the secretary.
‘Subd. 3. Civil penalty. The secretary may by order impose and collect a civil monetary
penalty.against a licensed certification authority for a violation of this chapter in an amount
not to exceed $5,000 per incident, or 90 percent of the recomniended reliance limit of a mate-
rial certificate, whichever is less. In case of a violation continuing for more than one day, each
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“day-is considered a separate incident. The secretary may adopt rules settmg the standards
‘governing the determination of the penalty amounts.

Subd. 4. Payment of costs. The secretary may ordera certlﬁcatlon authorlty, Wthh it
has found to be in violation of this chapter, to pay the costs incurred by the secretary in prose-
cuting and adjudicating proceedings relative to the order, and enforcmg it. -

Subd. 5. Administrative procedures; injunctive relief. (a) The secretary must exer-
cise authority under this section in accordance with'the Administrative Procedure Act, chap—
ter 14,and a licensed certification authority may obtam _]ud1c1al rev1ew of the secretary sac- -
t1ons as prescribed by chapter 14. .

_+(b) The secretary may also seek injunctive rehef 0 compel comphance w1th an order

Hlstory 1997c I78s 8 ]998(:32] s 15,16

325K.08 DANGEROUS ACTIVITIES BY CERTIFICATION AUTHORITY PRO-
HIBITED _ .

. Subdivision 1. Prohlbltlon generally No certification authority, whether lrcensed or
not may conduct its business in a manner that creates an unreasonable risk of loss to sub-'
scribers of the certification authority, to persons relymg on cemﬁcates issued by the certifi-
catlon authonty, or to arepository. .
~ Subd. 2. Orders and civil actions. In the manner prov1ded by the Adm1n1strat1ve Pro-
cedure Act, chapter 14, the secretary may issue orders and obtain injunctions or other civil
relief to prevent or restrain a certification authonty from violating this section, regardless of
‘whether the certification authonty is 11censed ThlS section does not create aright of action in.
a person other than the secretary.

Hlstory 1997 < 178 s 9

325K 09 GENERAL REQUIREMENTS FOR CERTIFICATION AUTHORITIES

- Subdivision 1. Use of trustworthy system. A licensed certification authonty or sub-
scriber may use only a trustworthy system: u

(1) to issue, suspend or revoke a certificate; ol

“(2)to publishot give notice of the issuance, suspension, ot revocation of a certlﬁcate or

~(3) to create a private key. :
» Subd 2, Dlsclosure required. A hcensed certification authonty shall disclose any ma-
terial ¢ertification practice statement and disclose any fact material to either the reliability of
a certificate that it has issued or its ability to perform its services. A ceitification authority
may require a signed, written, and reasonably specific i inquiry from an identified person and
payment of reasonable compensation as conditions precedent to effectmg a dlsclosure re-
quired in this subdivision. -

- History: 1997 ¢ 178 s 10

325K.10 ISSUANCE OF CERTIFICATE. .
Subdivision 1. Conditions. A licensed certification authority may issue a certlﬁcate to
a subscriber only after all of the following conditions are satisfied:
. (1)the certlﬁcatlon authonty has recelved arequest: fori 1ssuance signed by the prospec-
. tive'subscriber; and
(2) the certification author1ty has conﬁrmed that: B
(i) the prospective subscnber is the person to be hsted in the cert1ﬁcate to be 1ssued
(i) if the prospective subscnber is acting through one or more agents, the subscriber
duly authorized each agent to have custody of the subscriber’s private key and to request is-
suance of a certificate listing the corresponding public key;
{iii) the information in the certificate to be issued is accurate;

(iv) the prospectlve subscriber rightfully holds the pr1vate key correspondlng to the
public key to be listed in the certificate;
(v) the prospective subscnber holds a private key capable of creatmg adigital 51gnature,
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(vi) the public key to be hsted in the certificaté can be used to venfy a dlglta] slgnature
afﬁxed by the private key held by the prospective subscriber; and -

- ~(vii) the certificate provides information sufficient to locate or 1dent1fy one or more re-
positories in which notification of the revocation or suspensron of the certrﬁcate will be listed
if the certificate is suspended or revoked. .

- The requirements of this subdivision may not be waived or dlsclalmed by erther the li-
censed certification authority, the subscriber, or both. :

" Subd: 2. Publication. If the subscriber accepts the 1ssued certlﬁcate, the certlﬁcatlon
authority shall publish a signed copy of the certificate in arecognized repository, as the certi-
fication authority and the subscriber named in thecertificate may-agree, unless a contract
between the certification authority and the subscriber provides otherwise. If the subscriber
does not accept the certificate, a licensed certification authority shall fot publish it, or shall
cancel its publrcatron if the certificate has already been published.

Subd. 3. Application of other standards. Nothmg in this section precludes a lrcensed
certification authority from conforming to standards, certification practice statements, ‘secu-
rity plans, or contractual requlrements more ri gorous than but nevertheless cons1stent w1th
this chapter. -

“Subd. 4. Suspensron or revocation. After i 1ssumg a certrﬁcate alicensed cettification -
authority shall revoke it immediately upon confirming that it was not issued as requrred by
this section. A licensed certification authority may also suspend a certificate that it hasissued
for a reasonable penod not exceedrng 48 hours as needed for an’ mvestrgatlon to confirm

, grounds for revocation under this subdivision. The certification authority shall give notice to
‘the subscriber as soon as practicable after a decision to revoke or suspend under thls subdivi-
sion.

Subd. 5. Order of suspension or revocation. The secretary may order the licensed cer-
tification authority to suspend or revoke a certificate that the certification authority issued if,’
after giving any tequired notice and opportunity for'the certification authority and subscriber
to be heard in accordance with the Admlmstratrve Procedure Act, chapter 14, the secretary
determines that:

(1) the certificate was issued without: substant1a1 comphance w1th th1s sect10n, and

(2) the noncompliance poses a significant risk to persons reasonably relyingonthecer-

tificate.

Upon determining that an emergency requires an immediate rernedy, and in accordance
with the Administrative Procedure Act, chapter 14, the secretary may issuean order suspend—
ing a certificate for a perrod not to exceed 48 hours. .

Hjstory 1997 ¢ ]78s]1 1998.¢ 321517

325K. i1 WARRANTIES AND OBLIGATIONS UPON ISSUANCE OF CERTIFI-
CATE.

Subdivision 1. Absolute warranties to subscrlbers By issuing a certificaté;a licensed
certification authority warrants to the subscriber named in the certificate that: )
_ (1) the certlﬁcate contalns no 1nformat10n known to the certlﬁcatlon authonty to be
false;

. (2) the certificate satrsﬁes all material requlrernents of this chapter; and

'(3) the certification authority has not exceeded any limits of its 11cense in 1ssu1ng the
certificate. ,

The certification authority may not disclaim or limit the warranties of this subdivision.

"Subd. 2 Negotlable warranties to subscribers. Unléssthe subscriber and certification
-authority otherwrse agree a certlﬁcatron authorlty, by 1ssu1ng a certrﬁcate promlses to the
subscriber:

(1) to act promptly to suspend or revoke a certlﬁcate m accordance w1th section
325K.14 or 325K.15;and - . b

" (2) tonotify the subscriber withina reasonable time of any facts known to the certifica-

tion authority that s1gmﬁcantly affect the vahdlty or rehablhty of the certlﬁcate once it is
issued. ; Co . o

he
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Subd. 3. Warranties to those who reasonably rely: By issuing a certificate, a licensed
certification: authonty cemﬁes to all who reasonably rely on the information contarned inthe
- certificate that: T ey

(1) the 1nformat10n in the certlﬁcate and lrsted as conﬁrmed by the cemﬁcatron author—
-ity is accurate;

(2) all information foreseeably matenal to the rehablhty of the: cemﬁcate is stated or
incorporated by: reference;within the certificate; s ;

(3) the subscriber has accepted the certrﬁcate, and

(4) the licensed certification authority has comphed with all apphcable laws of thls state
governing issuance of the certificate.. ,

Subd. 4. Warranties following publlcatlon By pubhshmg a cemﬁcate a llcensed cer-
tification authority certifies to the repository.in which the certificate is published and to all
who reasonably rely on the information contained j 1n the certrﬁcate that the certrflcatron au-
thor1ty has 1ssued the’ certrﬁcate to the subscnber s

h Hlstory 1997 ¢ I78s 12

~325K:12 REPRESENTATIONS AND DUTIES UPON ACCEPTING CERT[FI-
CATE T

" "*Subdivision 1. Subscnber warrantles By acceptmg a certrﬁcate issued by a licensed
certification authority, the subscriber listed in the certificate certifies to all who reasonably
rely on the information contained in the certificate that: .. * - oo

* (1)'the subscriber rightfully holds the ptivate key correspondmg to the pubhc key l1sted
in the certificate;

{(@)all representatrons made by the subscriberto the certlﬁcatron authonty and matenal
to the information listed in‘the certificate are true;-and.. .

.(3) all material representations made by the- subscnber toa certtﬁcatton authority or
.made in the certificate and not confiithed by the:certification authonty in 1ssu1ng the certifi-
cate are true.

* Subd. 2. Agent warranties. By requesting on behalf of a pnncrpal the issuance of acer-
tlﬁcate naming the principal as subscriber, the requesting person certifies in that person’s
.own right to all who. reasonably rely on the information contamed in the certificate that the
requesting person: *

(1) holds all authonty legally requlred to apply for issuance of a certlﬁcate narmng the
principal as subscriber;-and-

(2) has authority to sign digitally on behalf of the pnnc1pal and 1f that authonty is llm—
itedin any way; adequate safeguards existto prevent adi grtal srgnature exceedmg the bounds
of the person’s authority. B

i~ Subd. 3. Disclaimer lumtatlons. No person may d1scla1m or contractually hrmt the ap-
phcatron of thissection; nor obtain indemnity for.its effects, if the disclaimer; limitation, or
.indemnity restricts lrablhty for rmsrepresentatron as agamst persons reasonably relymg on

'the ccertificate. S N

- Subd.4: Indemmficatlon by subscrlber By acceptrng a cemﬁcate a subscnber un-
dertakes to indemnify the issuing certification authority for loss or darnage caused by is-
suance or piblication‘of a certificate in reliance on: A

(1) a false and material representation of fact by the subscnber or

(2) the failure by the subscriber to disclose a material fact if the representation or farlure
to drsclose was made either with intent to deceive the certification authonty or a personrely-
-ing on the certificate; or with gross negligence. The indemnity provided in this section may
:not be disclaimed-or.contractually limited in scope. However, a contract may provide consis-
" tent, additional terms regarding the indemnification. -

Subd. 5.:Certified accuracy. In obtaining information-of the subscriber material to is-
suance of a:certificate, the certification-authority may-require the subscriber to certify the
accuracy of relevant information under oath or. afﬁrmatron of truthfulness and under penalty
of perjury.- P ‘

Hlstory 1997 c 178 s 13 1998 ¢ 32] 518 .
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325K.13 CONTROL OF PRIVATEKEY. = .~ .. -

‘Subdivision 1. Duty. By accepting a certificate issued by a 11censed certrﬁcatron author-
ity, the subscriber identified in the certificate assumes a duty to exercise reasonable care to
retaincontrol of the private key and prevent its disclosure to.a person not authorrzed to create
the subscriber’s digital signature. : . :

Subd. 2. [Repealed, 1998 ¢ 321 s 31]. v

Subd. 2a. Possession of private key. A certlﬁcatron authonty cannot hold a pr1vate key
on behalf of a subscriber. . .

-Subd. 3. [Repealed, 1998 ¢ 321 s 31]-

History: 1997 c 178's 14; 1998 ¢ 321 s 19. ,' §

3;5K 14 SUSPENSION OF CERTIFICATE L

Subdivision 1. Suspension for 96 hours. Unless the certrﬁcatron authorrty and the sub—
scriber agree otherwise, the licensed certification authority that issued a certificate thatis not
a transactional certificate must suspend the certificate for a period not to exceed 96 hours:

. (1) upon request by a person identifying himself or herself as the subscriber named in
the certiﬁcate, or as a person in a position likely to know of a compromise of the security.of a
subscriber’s private key, such as an agent, business associate, employee, or member of the
immediate family of the subscriber; or r

(2) by order of the secretary under section 325K. 10 : -

The certification.authority need not confirm the identity or agency of. the person re-
questing suspension.

Subd. 2. Suspension for 96 hours; other causes. (a) The: secretary may suspend acer-
tificate issued by a licensed certification authority for a period of 96 hours, if:

(1) a personidentifying himself or herself as the subscriber named:in the. certrﬁcate oras
an agent, business associate, employee, or member of the immediate family of the subscrrber
Tequests suspension; and

(2) the: fequester represents that the certlﬁcatron authority that issued the certlﬁcate is-
unavarlable : .

* (b) The secretary may require the person requesting suspension to provrde ev1dence,
including a statement under oath or affirmation, regarding the requester’s ideritity, authoriza-
tion, or the unavailability of the issuing certification authority, and may decline to suspend
‘the certificate in its discretion. The secretary or law enforcement agencies may investigate
suspensions by the secretary for possible wrongdoing by persons requesting suspension.

Subd. 3. Notice of suspension. Immediately upon suspension of a certificate by a li-
censed certification authority, the licensed certification authority shall give notice of the sus-

- pension according to the specification in the certificate: If one or more repositories are speci-
fied, then the licensed certification authority must publish a signed notice of the suspension
in all the repositories. If a repository no longer exists or refuses to accept publication, orif no
repository is recognized under section 325K.25, the licensed certification authority must
also publish the notice in a recognized repository: If a certificate is suspended by the secre-
tary, the secretary must give notice as required in this subdivision for a licensed certification
authority, provided that the person requesting suspension pays in advance any.fee required
by a repository for publication of the notice of suspension.

Subd. 4. Terminating suspension. A cemﬁcatton authority must termmate a suspen-
sion-initiated by request only: .

(1) if the subscriber named in the suspended certrﬁcate requests terrnmatron of the sus- °
penision and the certification authority has confirmed that the person requesting suspension
is the subscriber or an agent of the subscriber authorized to terminate the suspension; or

(2) when the certification authority discovers and confirms that the request for the sus-
pension was made without authorization by the subscriber. However, this clause does not re-
quire the certification authority to confirm a request for suspension.

Subd. 5. Contract limitation or preclusion. The contract between a subscnber and a
licensed certification authority may limit or.preclude requested suspension by the certifica-
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tion authority, or may provide otherwise for termination of a reguiested sus’pe’nsion ‘However,
if the contract limits.or precludes suspension by the secretary when the issuing certification
authority is unavailable, the lumtatlon or.preclusion-is effectrve only if notice of itiis pub-
lished in the certificate.. . .. ., - e - ;

Subd. 6. Mlsrepresentatron. No person may knowrngly or 1ntent10nally nusrepresent
to a certification authority the person’s identity or authorization in requestrng suspensron ofa
certificate. Violation of this subdivision is a misdemeanor.

Subd. 7. [Repealed 19980321s31] I o

Hlstory ,]997 c- ]‘78 s15; 1998rc. 321s 20—24 :

325K.15 CERTIFICATE REVOCATION.

Subdivision 1. After request. A licensed certification authority must revoke a certifi-
cate that it issued but Wthh is not a transactional certlﬁcate, after:

(1) receiving a request- for revocatlon by the. subscrrber named in the certificate; and

(2) confirming that the person requesting revocation is the subscriber, or is an agent.of
the subscriber with authority to request the revocation. .- . .

Subd. 2. After identity confirmed. A lrcensed cemﬁcatron authorrty must conﬁrm a
request for revocation and revoke a certificate within one business day after receiving both a

.subscriber’s written request and evidence, reasonably sufficient to confirm the identity and
any agency of the person requesting the suspension. .

Subd. 3. After death or dissolution. A licensed certrﬁcatron authonty must revoke a
certificate that it 1ssued

~ (1) upon receiving. a certrﬁed copy of the subscrlber s death certrﬁcate or upon con-
firming by other evidence that the subscriber is dead; or -

_ (2) upon presentation of documents effecting a dlssolutron of the subscnber or upon
confirming by other evidence that the subscriber has been dissolved or has ceased to exist,
except that if the subscriber is dissolved and is reinstated or restored before fevocation is
completed, the certification authority is not required to revoke the certificate.

-+ Subd. 4. Unreliable certificate. A licensed certification authority may revoke oneé or
more certificates that it issued if the certificates are or become unreliable, ‘regardles$ of
whether the subscriber consents to the revocation and notwithstandinga’ prov1s10n to the con-
trary in a contract between the subscriber and certlﬁcatmn authority. ! :

~ . Subd. 5. Notice of revocation. Immediately upon revocation of a certificate by a li-

'censed certification authority, the licensed certification’ authonty must give notice of the re-
vocation according to the specification in the certificate. If one or more repositories‘are spe-
‘cified, thenthe licensed certification authority must publish a signed notice of the revocation
in all rep0s1t0r1es If a repository o longer exists or refuses to-accept publication; or if no -
tepository is recognized under. section 325K.13; then the licensed. certlﬁcatlon authonty
must also publish the notice in a recognized repository.

Subd.: 6. When certification by :subscriber ceases. A subscnber ceases to certrfy, as
~provided in section 325K:12, and hasno further duty to:keep the private key secure, as re-
quired by section 325K.13;in relation-to the certrﬁcate whose revocation the subscnber has
requested, beginning at the earlier of either: - o RN :
(1) when notice of the revocation is pubhshed as requ1red i subdrvrsron 5 or
(2) one business day after the subscriber requests.revocation in writing, supphes to the
issuing certification authority 1nformatlon reasonably sufﬁment to conﬁrm the request and
pays any contractually required fee: - TR R I
Subd: 7. Warranties dlscharged Upon notlﬁcatron as requlred by subd1v151on 5 a 11-
censed certification authority is drscharged of its warranties based on issuance of the revoked

..certificate as to transactions occurring,after the notification and ceases to certify as pr0v1ded

in section 325K.11, subdivisions.2 and 3, in relatlon to the revoked certlﬁcate

Hlstory. 1997 ¢ 178 5 16; 1998 ¢ 321 5 25,26
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. 325K.16 CERTIFICATE. EXPIRATION : W
Subdrvrslon 1. Explratlon date A certrﬁcate must mdrcate the date on whrch it explres
tion authorlty cease to certify as provrded in this chapter and the certification authority is dis-
’charged of its dutles based on 1ssuance in relatron to the exprred certrﬁcate ’

Hlstory 1997 ¢ 178 s ]7

C et
IR

325K.17 RECOMMENDED RELIANCE LIMITS.
o By specrfyrng arecommended reliance limitina i certificate, the 1ssu1ng ‘Certification au-
thority and accepting subscriber recommend that persons rely on the certificate only to-the
extent that the total amount at risk does not exceed the recommended reliance limit.

History: 1997 ¢ 178 5 18
325K.18 COLLECTION BASED ON SUITABLE GUARANTY g

Subdivision 1. Bond or letter of credit. (a) If the suitable guaranty is a surety bond, a
person may tecover from the surety the full amount of a qualrﬁed i ght to payment against the
principal named ih-the bond.. -

(b) If the suitable guaranty is a letter of credrt a person may recover frofi the issuing
financial institution the full amount of a quahﬁed nght to payment only in accordance with
the terms of the letter of credit. * SR C

(c) Ifthe'suitable guarantyisa pohcy of 1nsurance a person may recover under the terms
of the policy.

** (d) Claimants may recover successrvely on the samie suitable guaranty. -

Subd. 2. Attorney fees and court costs. (a) Subject to paragraph (b); in addition to re-
covering the amount of a qualified right to payment a clalmant may recover from the pro-
ceeds of the guaranty, until depleted: :

" (1)the attorneys fees, reasonable in amount; and e

(2) court costs incurred by the claimanit in collectmg the claim.

(b) However, the total liability on the suitable guaranty to all persons makmg qualrﬁed
rights of payment or recovering attomeys fees during its term must not exceed the amount of
the suitable. guaranty

Subd. 3. Quahfied right to payment (a) To recover a qualified rrght to payment
against a surety or issuer of a suitable guaranty, the claimant must:

-(1) file written notice of the claim with the secretary stating the name and address of the
clarmant the amount claimed, and the grounds for the qualified right to payment, and any
other rnformatlon fequired by.1 rule by. the secretary and.

2 append to.the notice a certlﬁed copy of the ]udgment on whlch the quahﬁed rrght 1o
payment i$ based: ‘

+(b) Recoveryof a quahﬁed nght to payment from the proceeds of the surtable guaranty
is barred unless the claimant substantially complies with:this subdivision. ;

Subd. 4. Statute of limitations. Recovery of a quahﬁed right to payment from the pro-
ceeds of a suitable guarantyare forever barred unless notice of the claim s filed as required in
subdivision 3, paragraph (a), clause (1), within three years after the.occurrence of the viola-
tion of this chapter that is the basis for the claim. Notice under this subdivision need not in-
clude the requirement imposed by subdivision 3, paragraph (a),;clause (2).

Hlstory ]997c ]78s 19; ]998c321 s 2728

¥ TR

325K 19 SATISFACTION OF SIGNATURE REQUIREMENTS
‘ “(a)y Where a rule of law requrres ‘asignature, or provides for certain consequences in the
absence of a signature, that rule is satisfied by a digital signature; if:

*(1) no party affected by a  digital signature objects to the use of d1g1ta1 srgnatures inlieu
of a signature, and the objectlon may be evrdenced by refusal to provrde or accept a'digital
signature; .
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(2) thatdigital signature is verified by referencé to.the publlc key 11sted ina vahd certrﬁ-

cate issued by a'licensed certification authority;. - :
« n(3) that digital signature was affixed by the signer w1th the intention of s1gmng the mes-

sage and after the signer has had an opportunity to review items being signed; and IR

' {(4) the recipient has no knowledge or notice that the s1gner elther 2

(i) breached a duty as a subscriber;or - " ; R

< (ii) does not rightfully hold the'private key used to affix t;he d1g1tal s1gnature

(b) However, nothing in thls chapter precludes a mark from bemg vahd asa 51gnature
under other-applicable law: -, : ST R SEURNT

“History: 1997 ¢ 178820 < e B

325K.20 UNRELIABLE DIGITAL SIGNATURES o

Unless otherwise prov1ded by law or contract, the rec1p1ent of a d1g1ta1 s1gnature as-
sumes the risk that a digital signature is forged, if rehance on the d1g1ta1 signature is not rea-
‘sonable under the c1rcumstances Tf the recipient ¢ determines not to rely on adigital sighature
under this séction, the tecipient must promptiy notify the signer of any determination not to
rely on a digital signature and the grounds for that determination. Nothing in this-chapter
shall be ¢onstrued to obllgate a person to accept a digital srgnature or'to respond to an elec—
tronic message containinga digital signature. - :

History: 1997 ¢ 178 s 21

325K.21 DIGITALLY SIGNED DOCUMENT IS WRITTEN

(a) A message is as valid, enforceable and effectrve asifithad been written on paper if
it: . PRI S o

(1) bears in 1ts entlrety a dlgrtal s1gnature and

(2) that digital srgnature is'verified by the public- key hsted ina ceruﬁcate that:

(i) was issued by a licensed certification authority; and . .

(ii) was valid at the time the digital signature was created
-+ (b) Nothing in this chapter shall be construed to eliminate, mod1fy or cond1t10n any oth-
er requxrements for a contract to be valid, enforceable, and effectwe Nodigital message shall
be deemed to be an instrument under the provisions ¢ of sectlon 336 3-104 unless all partles to
the transactlonagree L e

History: I997cl78s22 S “

Yt !

325K.22 DIGITALLY SIGNED ORIG]NALS ' o

" Acopy of ddigitally signed message is as effectlve valid, and enforceable as the origi-
nal of the message, unless it is evident that the signer designated an instance of the digitally
signed message to be a unique original, in'which case only that instance constitutes the valid,
-effective, and enforceable message. ‘ i Y . :

History: 1997 178523+ - e

325K 23 CERTIFICATE AS ACKNOWLEDGMENT r : . ;

. Unlessotherwise provided by law or contract, a certlﬁcate 1ssued bya hcensed certifi-
cation authonty is:an acknowledgment of a digital. s1gnature verified by reference to the pub-
lic key listed in the certificate, regardless of whether words of an express acknowledgment
appear with the digital signature and regardless of whether the signer physically appeaIed
before the cemﬁcatmn authorlty when the d1g1tal s1gnature was created 1f that d1g1tal si gna—
ture is:

(l) venﬁable by that certlﬁcate and .
) affixed when that certificate was vahd

History: 1997 ¢ 178 524 D e

325K.24 PRESUMPTIONS IN ADJUDICATING DISPUTES LIABILITY AL-
LOCATION. ‘

Subdivision 1. Presumptions. In adJudlcatrng a dlspute 1nvolv1ng a d1g1tal 51gnature a
court of this state presumes that: .

R
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(a) A certificate digitally signed by a licensed certification authority and either pub-
lished in a recognized rep051tory, or made available by the issuing certification authority or
by the subscriber listed in the certificate. is issued by the certification authorlty that dlgltally
signed it and is accepted by the subscriber listed in it. .

(b) The information listed in a valid cettificate and conﬁnned by a 11censed certlﬁcanon
authority issuing the certificate is accurate.

(c) If a digital signature is verified by the: pubhc key hsted in a vahd certlﬁcate issued by
a licensed certification authority: .

(1) that digital signatureis the d1g1tal slgnature of the subscnber hsted in that certificate;

(2) that digital signature was affixed by that subscriber with the intention of signing the
message; and

(3) the recipient of that digital s1gnature has no knowledge or IlOthC that the signer:-

‘(i) breached a duty as'a subscnber, or

(ii) does not rightfully Hold the private key used to affix the d1g1ta1 signature.

(d) A digital signature was created before it was time stamped by adisinterested person
utilizing a trustworthy system. )

Subd. 2. Liability allocatlon A court of thls state shall glve effect to hablhty alloca-
tions between the parties provided by contract to.the extent not inconsistent with the require-
ments of this chapter. »

History: 1997 ¢ 178 s 25

325K.25 RECOGNITION OF REPOSITORIES ,

Subdivision 1. Conditions. The secretary must recogmze one or more repos1tor1es af-
ter finding that a repository to be recognized:

(1) is operated under the direction of a licensed cemﬁcatlon authonty,

(2) includes a database containing:- : :

(1) certificates published in'the repository;

(ii) notices of suspended or révoked certificates pubhshed by hcensed certlﬁcatlon au-
thorities or other persons suspendmg or revoking certificates; - -

(iii) certification authonty disclosure records for licensed certlﬁcanon authorities;

(iv) all orders published by the secretary in regulating certlﬁcatlon authorities; and

(v) other information adopted by rule by the secretary;

(3) operates by means of a trustworthy system;.: :

(4) contains no-significantamount of mformatlon that is known or 11ke1y to be untrue,
inaccurate, or not reasonably reliable; . .

(5) contains certificates published by cemﬁcatlon authorities that conform to-legally
binding requirements that the secretary finds to be substantially snmlar to, or more stnngent
toward the certification authorities, than those of this state; and .

(6) keeps an archive of certificates that have been suspended or revoked ot that have
expired, within at least the past thrée years.

Subd. 2. Application. A repository may apply to the secretary for recognition by filing
a written request and prowdmg evidence to the secretary sufﬁcwnt for the secretary to ﬁnd
that the conditions for'recognition are satisfied.

Subd. 3. Recogmtlon dlscontmued A reposltory may discontinue its recogmtlon by
filing 30 days’ written notice with the secretary. In addition, the secretary may discontinue
recognition of a repository in accordance with the Administrative Procedure Act, chapter 14,
if it concludes that the repository no longer satisfies the conditions for recognition listed in
this section or in rules adopted by the secretary.

History: 1997 ¢ 178 s 26; 1998 ¢ 321 s 29

325K.26 RULEMAKING.
The secretary may adopt rules effective July 1, 1998, to implement this chapter

History: 1997 ¢ 178 s 27
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325K.27 COURTRULES. -

Nothmg in this chapter shall be conslrued to hrmt the authonty of the supreme court to
adopt rules of pleading, practice or procedure, or of the couit of-appeals or district courts to
adopt supplementary local rules, governing the use of electronic messages and documents,
mcludmg, but not hrmted to, rules govemmg the use of dlgltal 51gnatures in _]ud101al proceed-
ings. R ‘e ;

Ihstory: 1998 ¢'321 5 30
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