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(i) a current valid student identification card from a post-secondary educational 
institution in Minnesota, if a list of students from that institution has been prepared 
under section l35A.l7 and certified to the county auditor in the manner provided in 
rules of the secretary of state; or 

(ii) a current student fee statement that contains the student’s valid address in the 
precinct together with a picture identification card; or 

(4) having a voter who is registered to vote in the precinct sign an oath in the 
presence of the election judge vouching that the voter personally knows that the 
individual is a resident of the precinct. A voter who has been vouched for on election 
day may not sign a proof of residence oath vouching for any other individual on that 
election day; Q 

(5) for tribal band members living on an Indian reservation, an individual may 
provemefimce for purposes of registering_g:howing an identificatlmn card issuem 
_t_h£ _t1§a_1 government pf 51 t_n'_l§ recognized by the BuEau of Indian Afiairs, United 
States Department o_f E Interiorgy contains—th;1a1ne, strea address, signature, and 
picture of E individual. E county auditor _oi_.”@ county having territory withinfie 
reservat?)n shall maintain a record of the number of election day registrations accepfi 
under this s—e—cEon. 

_ _ — — _- 

A county, school district, or municipality may require that an election judge 
responsible for election day registration initial each completed registration card. 

Sec. 2. REPORT. 

TE secretary o_f state shall prepare 3 report Q implementation o_f section I and 
shall» submit the report by January 1_5_, 2004, t_o th_e committees Q th_e senate 31 house 
of representatives with jurisdiction over election issues. 

Presented to the governor May 20, 2002 
Signed by the governor May 22, 2002, 1:21 pm. 

CHAPTER 395——-S.F.N0. 2908 
An act relating to data privacy; regulating electronic mail solicitations; protecting privacy 

of Internet consumers; regulating use of data about Internet users; providing penalties; amending 
Minnesota Statutes 2000, section 626A.28, subdivision 3; proposing coding for new law in 
Minnesota Statutes, chapter 325F,; proposing coding for new law as Minnesota Statutes, chapter 
325M. 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF MINNESOTA: 
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ARTICLE 1 

INTERNET PRIVACY 

Section 1. [325M.01] DEFINITIONS. 
Subdivision SCOPE. E terms used tgs chapter have the meanings given 

them section. 

Subd. CONSUMER. “Consumer” means a person who agrees t_o E a fe_e t_o 
a_n Internet service provider for access t_o the Internet Q personal, family, Q household 
purposes, and who does not resell access. 

Subd. 3. INTERNET SERVICE PROVIDER. “Internet service provider” 
means a business or person who provides consumers authenticated access to, or 
presence on, the InErnet by rfiis of a switched or dedicated telecommunicfiofi 
channel upoi1—which the pTovider provides transit routing of Internet Protocol (IP) 
packets for and on behaIf of the consumer. Internet service lfovider does not include 
the offe%gjn_a commFn—ca1rier basis, of telecommunications“f—a<?iliIies' or of 
Eecommunicat_i‘orIs b_y means 

g‘ these facilities. 
W W 

Subd. ORDINARY COURSE OF BUSINESS. “Ordinary course g business” 
means debt-collection activities, order fulfillment, request processing, or t_he transfer o_f 
ownership. 

Subd. PERSONALLY IDENTIFIABLE INFORMATION.. “Personally 
identifiable information” means information that identifies: 

Q 3 consumer by physical or electronic address SE‘ telephone number; 
(2) a consumer as having requested or obtained specific materials or services from 

an Internet service provider; 

. Q Internet o_r online sites visited b_y 3 consumer; g 
_(_Q E of Q contents of a consumer’s data-storage devices. 
Sec. 2. [325M.02] WHEN DISCLOSURE OF PERSONAL INFORNIATION 

PROHIBITED. 
Except as provided sections 325M.03 an_d 325M.04, an Internet service 

provider may n_ot knowingly disclose personally identifiable information concerning a 
consumer o_f tlie Internet service provider. 

Sec. 3. [325M.03] WHEN DISCLOSURE OF PERSONAL INFORMATION 
REQUIRED. 

_A_n Internet service provider shall disclose personally identifiable information 
concerning a consumer:

' 

(_1) pursuant t_o a grand subpoena; 

Q to an investigative _o_r lg enforcement oflicer § defined section 626A.01, 
subdivision L while acting as authorized by law; 

New language is indicated. by underline, ‘deletions by strikeeut:

Copyright © 2002 by the Office of the Revisor of Statutes, State of Minnesota. All Rights Reserved.
                                                                                



Ch. 395, Art. 1 LAWS of MINNESOTA for 2002 1636 

g3_) pursuant t_o a court order =_1 civil proceeding upon _a showing g compelling 
need for the information that cannot b_e accommodated Q other means; 

(4) to a court in a civil action for conversion commenced by the Internet service 
proviTr—or_ in—a_ci_vi_l Eon to en—1’orce collection of unpaid—sIEcription fees or 
purchase a-moT1n_tswEl then onTy to the extent necess_a1'y to establish the facrcafthe 
subscription delinqficrr fir_clEs?agreement, and with approprizfi Esguads 
against unauthorized disclosure; 

~_ —— 
(5) t_o th_e consumer who E subject g E information, upon written or 

electronic request 31 upon payment o_f a fe_e n_ot to exceed the actual cost _o_f retrieving 
tl_1_e information; 

‘ (_62 pursuant t_o subpoena, including an administrative subpoena, issued under 
authority of a law of this state or another state or the United States; or 

§7_) pursuant t_o _a warrant g court order. 
See. 4. [325M.04] WHEN DISCLOSURE OF PERSONAL INFORMATION 

PERMITTED; AUTHORIZATION. 
Subdivision L CONDITIONS OF DISCLOSURE. An Internet service provider 

may disclose personally identifiable information concerning a consumer t_o3 
(1) a_ny person die disclosure incident t_o me ordinary course o_f business o_f Q Internet service provider; 
(2) another Internet service provider for purposes of reporting or preventing 

violations of the published acceptable use poIicy or customer service agraement of the 
Internet sefviceuprovider; except that :1? recipient_may further disclose the perscmafy 
identifiable information only as fiigd by this cmaterg —

9 

Subd. 2. AUTHORIZATION. The Internet service provider may obtain the 
consumer’s authorization of the discl3sT1_re of personally identiflablefiformationfi 
writing or by electronic me:3ns.—'I‘ he request ft; authorization must reasonably descritg 
the types—ofpersons to whom per_s_o—nal1y iderTti_fiable information may be disclosed and Q anticifited uses E the information. In order for an authorizadonto be effectiv; 
c—oi1tractbetweefi1nE1tTnet service provider anEhe_consumer musrstate either that 
the authorization will be obtained by an affirmfi/e_§t of the 

disclosure. The provision E contract must b_e conspicuous. Authorization may be 
obtained in a manner consistent with self-regulating guidelines issued by representa- 
tives of the Internet service provider or online industries, or in any other manner 
reasonably designed to comply with this subdivision. 

Sec. 5. [325M.05] SECURITY OF INFORMATION. E Internet service provider shall take reasonable steps to maintain tlfi security 
Ed privacy o_f a consumer’s personally identifiable information. E Internet service 
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provider is not liable E actions fiat would constitute z_1 violation o_f section 609.88, 
609.89, or 609.891, if E Internet service provider does pg participate authorize, 

E approve th_e actions. 
Sec. 6. [325M.06] EXCLUSION FROM EVIDENCE. 
Except for purposes o_f establishing a violation o_f chapter, personally 

identifiable information obtained giy manner other than as provided chapter 
may not be received evidence 3 civil action. 

Sec. 7. [325M.07] ENFORCEMENT; CIVIL LIABILIT¥; DEFENSE. 
A consumer who prevails or substantially prevails in an action brought under this 

chapter is entit1edTtl1_e greater_of $500 or actual damage: Costs, disbursements,E 
reasonalfie attorney‘ fees may be_awarded—to a party awarded damages for a violatm 
of this section. No clafi. Kiofshall be bmught under this chapter. 

~_ _ 

and implemented reasonable practices and procedures to prevent violations of 
chapter. 

Sec. 8. [325M.08] OTHER LAW. 
This chapter does not limit any greater protection of the privacy of information 

Q nothing chapter limits jg authority under other state g federal 1a_w o_f 
la_v\_/ enforcement or prosecuting authorities to obtain information; all 

9 federal law enacted t_hit regulates the release o_f personally identifiable 
information by Internet service providers % does E preempt state @ on the subject, 
tli_t=, federal law supersedes any conflicting provisions pf chapter. 

1 
Sec. 9. [325M.09] APPLICATION. 
This chapter applies to Internet service providers the provision of services to 

consumers state. 

See. 10. Minnesota Statutes 2000, section 626A.28, subdivision 3, is amended to 
read: 

Subd. 3. RECORDS CONCERNING ELECTRONIC COMMUNICATION 
SERVICE OR REMOTE COMPUTING SERVICE. (a)(1) Except as provided in 
clause (2) or chapter 325M, :1 provider of electronic communication service or remote 
computing_service may disclose a record or other information pertaining to a 
subscriber to or customer of the service, not including the contents of communications 
covered by subdivision 1 or 2, to any person other than a governmental entity. 

(2) A provider of electronic communication service or remote computing service 
may disclose a record or other information pertaining. to a subscriber to or customer of 
the service, not including the contents of communications covered by subdivision 1 or 
2, to a governmental entity only when the governmental entity: 
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(i) uses an administrative subpoena authorized‘ by statute, or a grand jury 
subpoena; 

(ii) obtains a warrant; 

(iii) obtains a court order for such disclosure under subdivision 4; or 

(iv) has the consent of the subscriber or customer to the disclosure. 

(b) A governmental entity receiving records or information under this subdivision 
is not required to provide notice to a subscriber or customer. 

Sec. 11. EFFECTIVE DATE; EXPIRATION. 
Article 1 i_s effective March 5 2003. 
Article I expires Q % effective die o_f federal legislation thit preempts state 

regulation 9_f E release of personally identifiable information b_y Internet service 
providers. -

- 

ARTICLE 2 

COMMERCIAL ELECTRONIC MAIL SOLICITATION 

Section 1. [325F.694] FALSE OR MISLEADING COMMERCIAL ELEC- 
TRONIC MAIL MESSAGES. 

Subdivision DEFINITIONS. (1) Llie terms used section have the 
meanings given them this subdivision. 

Q “Commercial electronic mail message” means E electronic mail message sent 
through Q Internet service provider’s facilities located state t_o a resident o_f 
state Q promoting @ property, goods, E services E sale o_r lease. 
9 “Electronic mail address” means a destination, commonly expressed g a 

suing of characters, to which electronic mail may be sent or delivered. 

(d) “Electronic mail service provider” means a business, nonprofit organization, 
' 

educzfional institution, library, o_r government entity mat provides a- s_e_t 9_f users th_e: 
ability t_o send g receive electronic mail messages E th_e Internet." I 

Q “Initiate the transmission” refers t_o E action b_y th_e original sender o_f an 
electronic mail message, -n_ot 9 th_e action b_y Q intervening Internet service» provider 
or electronic mail service provider mat may handle or retransmit tlg -message. ' 

Q “Internet service provider” means 2_1 business or person L110 provides users 
authenticated access» to, or presence on, the Internet by means of a‘ switched or 
dedicated telecommun—ica—ti_ons channerupa which the provider—prbvides transit 
routing of Internet Protocol QR2 packets for E1 on belmf o_f the user. 
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(g) “Internet domain name” refers to a globally unique, hierarchical reference t_o 
an Internet host or service, assigned through centralized Internet naming authorities, 
comprising Eerfes of character strings separated by periods, the rightmost string 
specifying fie E gf_§1_e hierarchy. _ F.‘ 

Subd. FALSE OR MISLEADING MESSAGES PROHIBITED. M person 
miziy initiate th_e transmission o_f a commercial electronic mg message Q15 

(l_) uses a third party’s Internet domain name without permission o_f 1:13 third 
party, or otherwise misrepresents fl information identifying t_hE point o_f origin pr E transmission path of a commercial electronic mail message; g 

(_2_2 contains false g misleading information t_hE subject line. 

Subd. 3. SUBJECT DISCLOSURE. The subject line of a commercial electronic 
mail message must include “ADV” as the—first charaaersifllf the message contains 
i—rEormation the1t—c<§1sists of material 0?aEXlE nature that mayEly be viewed by an 
individual lfiears of age and oldef the subject line—of t.l1—e_m?aE must inaifi 

_fi'r§tE1rac~te-rs.—_ 
fin. —— — _ _—_ __-_ 

For purposes of this subdivision, “commercial electronic mail message” does not 
include a message: 

Q @ recipient has consented to receive gr _h_as_ solicited electronic mail 
messages from th_e initiator; 

(_2_2 from an organization using electronic mail t_o communicate exclusively with 
its members; - 

Q) from a_n entity which uses electronic mail t_o communicate exclusively with 
employees g contractors; g 

_(_<_ll there a business 9}: personal relationship between E initiator andE 
recipient. 

ljg purposes o_f subdivision, “business relationship”,means a prior or existing 
relationship formed between the initiator and l:h_e recipient, or W_ithout an 
exchange of consideration, Q E basis o_f Qfiiuiry, application, purcfise, or use By 
_th_e recipient o_f g regarding products, information, or services olfered by tharfafi 
or g affiliate or agent of the initiator. For purposes (If this paragraph, “a"rE1l&é” means 
a person that_directly—or_indirectly cai-trols, is ccmtrTed by, or is common 
control wiya specifiecfiaerson. _ 

‘ 

— _ _ 

Subd. 4. TOLL-FREE NUMBER. (a) A sender initiating the transmission of a 
commercia1_electronic mail message musTes_tablish a toll-free telephone numbef 3 
Valid sender-operated retjn electronic mail address, or another easy,-to—use electronic 
method that the recipient o_f th_e commerci§e1ectronicTnail mess age may call or access 

electronic mail or other electronic means to notify the sender not to transmit b_y 
electronic mail fl_further unsolicited commercial elEronic mafrnessages. The 
notification process may include the ability §)_r_ th_e commercial electronic mail 
messages recipient to direct the initiator to transmit or not transmit particular 
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commercial electronic mail messages based upon products, services, divisions, 
organizations, companies, or other selections of the recipient’s choice. 

(b) A commercial electronic mail message must include a statement informing the 
recipie?1t_of a toll-free telephone fiber that the recipient may call, or a valid returh 
address §_vvhich the recipient may write:c>1'—z1ccess by egrtfi ni:1_i1Tr_another 
electronic method efiiblished by Enitiatoflnotifying the sender not to_trans_mit to the 
recipient any further unsolicitcficorhmercial electronic E1311 messz1,g—esE) the electmfi 
mail addrg, or addresses, specified by the recipiengm explaining_ ti? manner i_n 
Which the recfiaient fly specify whrt c—ommercial eEtronic £ai_l _rrlessages E 
recipierfiioes and does not wish to receive. 

Subd. 5. BLOCKING RECEIPT OR TRANSMISSION. No electronic mail 
servic_:e_E>vider may be held. liable in an action by a recipient for Ky act voluntfl 
taken ingood fafi_to_bEa-< the receipt or trans_n1ission throtgim savice of any 
dorm-‘mercia_eleEnicmai1 mcgage that the electronic mail servicgprovider rats; 
abfl believes or gent vmTatm—n Q sectm 

Subd. 6. DEFENSES. (a) A person is not liable for a commercial electronic mail 
message sent in violation offiif section i?tE person can—show by a- preponderan(§rf 
the evidence Eat the conTm?mial electrbrie mail mgssage was_@ initiated by HE 
pTrson o_r yfifitigd a manner and form Esubject to t_E-control o_f E pasa 

(b) In an action under this section it is a defenseithat E defendant lis established 
gig implemented reasonable-practices ail procedur§t_o prevent violations of t_h_is 
section;

' 

Subd. DAMAGES. gal A person injured lg a violation o_f section mg 
recover damages caused the violation g specified subdivision. 

(b) An injured person, other than an electronic mail service provider, may recover: 
(_l_) Q3 lesser o_f $l5 g each commercial electronic mail message received th_at 

violates subdivision E or $35,000 pe_r Q95 o_r 
Q % lesser o_f E E each commercial electronic mail message received that 

violates subdivision §, or $25,000 p_e_r day 
A” 

(c) An injured electronic mail service provider may recover actual damages o_r 
elect, in lieu of actual damages, to recover: 

(_1_2 E lesser o_f E fg each commercial electronic mail message received tl1_e1t 
violates subdivision g Q $35,000 p_er E E 

:22 t_h_e lesser g SE E each commercial electronic _nia_i_l message received that 
violates subdivision 

_3:, or $25,000 E dfl A
‘ 

(d) At the requestof any party to an action brought under this section, the court 
may,~atit—s ascretion, 61133:: all legafiiroceedings in such a v—vay as to pro—tect the 
s~e—c§ec—y Ed security of the coI_n_puter, computer net\7orlfi:o—mWer_data, computer 
program@ c.omputer—s%vare involved order t_o prevent possible refience of _th_e 
same or e_1 similar _ac_t b_y another person El t_o protect Ly trade secrets o_f E party. 
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(e) Costs, disbursements, and reasonable attorney fees may E awarded to a party 
awarded damages E a violation of section. No class action shall be brought under 
this section. 

Q Except as otherwise provided subdivision, fie remedies 
subdivision E addition t_o remedies available under section 8.31, 325F.70, g other 
law. 

Subd. RELATIONSHIP TO FEDERAL LAW. If federal law enacted t_hLt 
regulates false, misleading, or unsolicited commercial electronic m_ail messages E 
does n_ot preempt stag 1_aw 93 E subject, the federal lg supersedes E conflicting 
provisions of section. 

Sec. 2. EFFECTIVE DATE; EXPIRATION. 
Article 

_2_ 
effective March 

_1_, 
2003. 

Article 2 expires on th_e effective date of federal legislation fit preempts state 
regulation of false, misleading, E unsolicited commercial electronic mail messages. 

Presented to the governor May 20, 2002 
Signed by the governor May 22, 2002, 1:29 p.m. 

CHAPTER 396-—H.F.No. 3092 
An act relating to health; allowing release of data on school employee violence or sexual 

contact toward student; modifying provisions relating to human services licensing sanctions,- 
providing employer immunity for reference checks for certain health care providers and facilities; 
amending Minnesota Statutes 2000, section 13.43, by adding a subdivision; Minnesota Statutes 
2001 Supplement, section 245A.07, subdivisions 2, 3; proposing coding for new law in Minnesota 
Statutes, chapter 604A. 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF MINNESOTA: 
Section 1. Minnesota Statutes 2000, section 13.43, is amended by adding a 

subdivision to read: 

Subd. 16. SCHOOL DISTRICT OR CHARTER SCHOOL DISCLOSURE 
OF VIOLENCE OR INAPPROPRIATE CONTACT. With the written, informed 
consent of the subject of the data, the superintendent (E51001 district or the 
superintexdefis designed, T)—r_a_pe_rsoE— having adrninistgtive control of a charg 
school, must release _t_o 2_1 sclmol district or charter school private personn_el data on a 
current or former employee related to dcgumented violence toward or sexual_corlt_ac_t 
wig 3 student. Nothing subdifision affects or restricts the gene_ral requirements g chapter governing g1_e_ release o_f private dat_a tli informed consent of the 
subject. 

EFFECTIVE DATE. section effective filly _1_, 2002. 
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